The certification body of TUV Informationstechnik GmbH
hereby awards this certificate to the company

Telekommunikation
Lindau (B) GmbH
AuenstraBe 12

88131 Lindau (B), Germany

to confirm that its security area

Datacenter Bodensee

A
"

fulfils all requirements for high protection of the crlte atalogue

Trusted Site Infrastructu&l V3

Level 3 (extended)

of TUV Informationstechnik GmbH. unlrements are

summarized in the appendix to certificate.
The appendix is part of the ¢ te and consists of 5 pages.

The certificate is valid o @njunctlon with the evaluation
report. &{

218 Trusted Site
Certificate ID: 66504.18
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Essen, 2018-10-26

Dr. Christoph Sutter
Head of Certification Body
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TUV NORD GROUP

Langemarckstr. 20

45141 Essen, Germany
www.tuvit.de

Certificate valid until
2020-08-31
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Certification Scheme

The certification body of TUV Informationstechnik GmbH

performs its certification on the basis of the following certifica-

tion scheme
¢ German document: “Zertifizierungsprogramm (ni @re-

ditierter Bereich) der Zertifizierungsstelle der TC for-

mationstechnik GmbH”, version 1.0 as @5-08-24,
TUV Informationstechnik GmbH Q

Evaluation Report %’
¢ German document: “Prifbericht - TNe Site Infrastructure

(TSI), Datacenter Bodensee”, \%‘1 1.0 as of 2018-10-15,

TUV Informationstechnik GrmigH

Evaluation Requirements

e “Trusted Site Infrastr — TSI Criteria Catalogue”, version
3.2 as of 2014- 1% Informationstechnik GmbH
The Evaluatlon uirements are listed at the end. Not

applicable re\ ts are printed in grey.

Evaluation&@t

The @ of evaluation is the security area “Datacenter
Bode ? of Telekommunikation Lindau (B) GmbH. It is

detailed in the evaluation report.

Evaluation Result

The result is “Level 3 (extended)”: all requirements of the

evaluation aspect ORG of the next higher Level are fulfilled.
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Summary of the Evaluation Requirements

The requirements for Trusted Site Infrastructure (TSI),

version 3.2:

1 ENV - Environment «
There are no surrounding hazard potentials. The c% on
the location must be based on the avoidangce ;f oods,
explosions, seismic events, shock wave%anger of

collapse or pollutants.

/
2 CON - Construction %
™,

Walls, doors and windows offe tion against access,
fire and debris. It has als ensured that building
sections threatened by water /RF interference fields,
and dangerous next-d production processes are
avoided. The building &tected against lightning. The

security area is locg

@ in a separate fire protection area

and not directl Q)

gcent to the public. IT and technical

equipment aregeparated.
.

3 FIR- Fir&m / Extinguishing Systems

A fire ;@ system has been installed in the complete

se rea and linked with the fire brigade. Adjacent
\Q raised floors, suspended ceilings and air ducts are
included in the fire monitoring. Apart from signalling an
alarm, damage containment measures such as a gas
extinguishing system in the security area are triggered.
Furthermore appropriate hand fire extinguishers are

available.
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4 SEC - Security

An access control system including appropriate access
rules does exist. The protection against breaking and
entering features several levels, and all security sepsitive
areas are monitored by means of an intrusion tgtion
system. These security systems are connect to, the
emergency power supply and to a perma tly anned

control room.

5 POW - Power Supply V4

The electrical installations are rea?&a accordance with
E

the relevant DIN standards an gulations. They are
protected against over volt 6 realized with adapted
separations and with protec% the electric circuits. The
IT- and the security ems are connected to an
uninterruptible power & For the supply alternative
possibilities exist. &O

dﬁ-ing and Ventilation

6 ACV-AirC
Air condj cj\b for the IT systems and infrastructure

sufficiently given. It has been ensured that air

e

temp§ , humidity and dust content comply with
spFEje limits. The measured values are remotely
\ lled. Dampers are installed according to the fire

protection concept.

7 ORG - Organization

Periodical functional tests are carried out for all safeguards.
A maintenance schedule defines methods and intervals for
the wear parts of the infrastructure components. The

communication with the exterior is ensured, even if the PBX
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fails. The data backup media is stored and protected
against fire and access in an area separate from the

security area.

8 DOC - Documentation K
A DIM (Documentation of Infrastructure Meas ) a
security concept has been provided. Rules of condu Xist,
i.e. covering access control with respect to @izaﬁon or

key / smart card distribution. Up-to lans and

documentation are available for t ding and all

concept does exist and has bee inated with the local
fire brigade. Additionally emer Qand recovery concepts

oo
O
\\b
0
N\

infrastructure components. FurtheE a fire protection
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L Level

Level 1 medium protection requirements (according to

the BSI infrastructure requirements of the base-

line protection manual) «

Level 2 extended protection requirements %wded
requirements to all above mention as’e S)

Level 3 high protection requirements e redun-
dancy of essential components, ingle point of
failures, climate limits acco to EN 1047-2)

Level 4 very high protectio rmrements (advanced
‘

access control, n ent hazard potentials,

with minimal inter time)

Dual Site both data cen individually reach at least one
Level 2-4 level underneq{hthe Dual Site Level.
\\:
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