The certification body of TUV Informationstechnik GmbH
hereby awards this certificate to the company

m.Doc GmbH
Ursulaplatz 1
50668 Koln, Germany

to confirm that its technical procedures for vide corwlta ion

Smart Health Video Servi@
(Vldeosprechstunde)

fulfils all requirements of criteri

Trusted Site Vide sultation,
version 2.1
of TUV Informatio hnik GmbH. The requirements are
summarized i pendix to the certificate.
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Certification scheme

The certification body of TUV Informationstechnik

performs its certification on the basis of the following certif

scheme: ,
¢ German document: “Zertifizierungsprogra d Site
Video Consultation der Zertifizierungss der TUV

Informationstechnik GmbH”, Version om 2021-04-20,
TUV Informationstechnik GmbH

Transfer note Q

The present certificate was 18s by the certification body of
TUV Informationstechnik bH, which is already accredited
according to ISO/IEC 1 nd is still in the accreditation process

(including evaluatio certification scheme) for an evidence
according t Qgraph 2 letter a) of the agreement
“Vereinbagung \Pp&r die Anforderungen an die technischen
Verfahre Videosprechstunde geman § 365 Absatz 1 SGB V”

as o\ 21, 2016 in the version of February 25, 2021.

Qw ing to Annex 31b to the Federal Medical Insurance
tract (BMV-A) “Vereinbarung Uber die Anforderungen an die
\Qechnischen Verfahren zur Videosprechstunde gemaB § 365

Absatz 1 SGB V vom 21. Oktober 2016 in der Fassung vom 25.
Februar 20217, this certificate may be used for a transitional
period up to June 30, 2022, subject to any changes and
extensions of the transitional period of Annex 31b to the Federal

Medical Insurance Agreement (BMV-A).

The application number at the DAKKS is: PP-12-022-02.
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Evaluation report

The evaluation result is set out in the following report: :\

e German document: “Prufbericht Trusted Site Vi
Consultation, Smart Health Video ice
(Videosprechstunde)”, version11 as of -23
TUV Informationstechnik GmbH

Evaluation requirements

e  “Criteria Catalog Trusted Site Vidg
as of 2021-12-15, TUV Inform

ation”, version 2.1
dhnik GmbH.

The Evaluation Requirements are s@fimarized at the end.

Target of evaluation

e The target of tion “Smart Health Video Service

(Videosprec de)” consists of the following components:

- Andr J p, version 6.0.3099,

, version 6.12.3025 and

: application, version 6.11.
e target of evaluation is an online video consultation in real

\Qtime as part of a synchronous communication (peer-to-peer)

between a doctor / alternative practitioner and a patient

known to him.

Interfaces from the service providers Vonage / Tokbox are
used so that the target of evaluation can implement the video
consultation hour functionality according to the definition of
the KBV. The use of the Vonage / Tokbox interfaces were
also checked. The Vonage / Tokbox interfaces are not the

responsibility of the manufacturer. Furthermore, the following
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components are required to operate the target of evalw,

but are not part of it: Q
- Vonage / TokBox infrastructure componegs, ,
Systems):
o Network Load Balancer, v,
o Databases.

Evaluation result 0

e The target of evaluation Is the applicable requirements

- m.Doc infrastructure components (Q lejom Cloud

from the evaluatj criteria catalog Trusted Site Video

Consultation.

observed
Sumnﬁx the evaluation requirements
®'\ hnical and organizational measures
A e The video service provider has defined security-relevant
0 technical and organizational requirements for the
\ operating environment of the video service and makes

these available to the contracted doctor.

The recorg{@ﬂs given in the evaluation report must be

e The documentation of the necessary technical and
organizational measures is easy to understand, suitable

and comprehensible.

¢ The documentation is known to the contract physicians

and is accessible at all times.
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2 Network architecture
e The video service provider has documented the @

components of the video consultation and their rity
functions (architectural overview). The vi {sultation
solution is structured in a meaningful standable
way. Q

/

e The video service provider has ded information that
identifies the security-rel§vapt ,components and the
interfaces of the prod eir dependencies. Data

flows (including th rgko used) are documented.

e The video servi rovider has documented appropriate

hardening tection measures.

g from a peer-to-peer procedure, suitable
and organizational measures are defined to

sure’an appropriate level of protection.

<
3 ption
@' All contents of the video consultation are encrypted
4 according to the state of the art. The state of the art
Q results in particular from the technical guideline 02102 of
\ the Federal Office for Information Security in the currently

valid version.

4 Storage of data

e The video service provider demonstrates and documents
implemented measures for the storage or deletion of
data. The video service provider does not view, save or

pass on the content of the video consultation.

e The video service provider demonstrates through

appropriate documentation and technical measures that
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the metadata and technical connection data are de&
th

after three months at the latest and are only use
processes necessary to process the video cons;

5 Security risks %
Q

e The video service provider has prov vidence that
penetration testing has been caf§ dgut (not older than
6 months) by an indepen t& party and which
considered in particular ri of the OWASP Top 10

catalog in the 2017 v

e The report clearly sh the scope of the penetration
testing and thdl cqgponents of the video consultation

solution und®&g comsideration.

so that it can be seen that the risks in the

o It ﬁd entifiable which test or attack procedures
er€\s&d,

SP Top 10 catalog have been adequately examined.

2\ he video service do not have any exploitable serious

vulnerabilities.
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